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Executive Summary

This document is part of the development of a security monitoring and recommender system
applied to a mobile telecommunication network addressing the transition from the current
state as-is to a to-be enterprise architecture. The security monitoring and recommender
system is designed to control the security measures developed in the ASMONIA project. In
this sense it supplements the approached collaboration as a control instance.

Especially this document addresses development advances made, and the creation of initial
enterprise architecture as a coordination means. This architecture enables the collaborative
identification and classification of potential sensors suitable to support the ASMONIA project
targets and especially the goal of collaborative situational awareness for critical information
infrastructures.

The complexity and the variety of aspects of our world demand multiple perspectives on
information security. Security approaches need to cope with an information-rich, adversarial
and evolutionary environment. Approaches need to consider and leverage on already
integrated security means. It is required to be efficient and effective even inside such
environments.

Economics of security has recently become a thriving discipline. We conceptually link the
security approach with economics for addressing the inherent complexity, for identifying
advantageous interactions in collaborative scenarios, and for creating common situational
awareness. Our conjecture is that a unifying security model is prospective to enlighten the
opague relation between security and payoff. We borrow concepts from economics to
develop a unifying scale-free information security model and outline how the model could be
used for recommendation and analysis. We propose a scaling method for identifying security
risk in an incentive compatible way by maximizing the payoff of affected parties. This method
is designed for adaptability to cope with evolving environments.

We argue the advantages of assuring adequate security collaboratively incorporating the
dynamic behavior of an information system and its users by means of the developed security
model. We present a foundation of situational awareness for security risk to indicate relevant
incidents, threats and impacts. Hence we close the challenges alleged in Deliverable 4.1 (i)
and provide enterprise architecture to establish security transparency as social welfare 1
collaboratively i by means of the identified capability set:

1 Continuous Security Monitoring, defined as ongoing observance with the intent to
provide warnings in case of deviations from expected behavior.

1 Continuous Security Model Adaptation, defined as the ongoing evaluation and
adaptation of the underlying behavioral model.

1 Continuous Security Economics Analysis, defined as the ongoing identification of
effective economical impacts associated with behavioral deviations.

1 Continuous Security Awareness, defined as ongoing presentation of the current
and past security status for decision support.

1 Continuous Security Collaboration, defined as ongoing conflict resolution between
parties having divergent economic interests.

This document continues elaborations of the first four capabilities started in D4.1, see
[ASMONIA_D41] and enables by a semantic description the last capability.

Finally we present a case study implementing an intrusion detection and prevention system
and argue how the concepts are used to embed the offered information to contribute to
Continuous Security Awareness and to enable Continuous Security Collaboration.

Copyright ©2012 ASMONIA consortium. All rights reserved. 3
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1 Introduction

The security discipline has so far been scoped toward technology ensuring security
characteristics like availability, integrity or confidentiality by architectural design patterns like
isolation, transaction or authentication, authorization and accounting. There is a trend
focusing on effectiveness by means of risk analysis and proactive intelligence, see e.g.
[Ande2007], [Ande2008a] or [Ande2008b]. It is well known that security of information
systems is an emergent property; however it is still common practice to protect physical
(concrete) elements of these systems, see [Curr2011].

One reason for this might be that intangible assets like information or services are not always
regarded directly as assets. Even the quality standards like ISO/IEC 25010 Systems and
software engineering - Systems and software Quality Requirements and Evaluation
(SQuaRE) distinguishes between product quality and quality in use. Where security
characteristics are regarded as quality attributes of products and systems the corresponding
quality attribute for in use is "Freedom from risk."

Another reason might be dissolving business canvas separating the production of devices
and the service provisioning by means of these devices. This trend is even reflected in the
separation of service standards like ISO/IEC 20000 Information technology Service
management from development standards like ISO/IEC 12207 Systems and software
engineering - Software life cycle processes.

A third reason might be the inherent complexity of interactions and their interdependencies
which is reflected in the diversity of standards provided by ITU-T, ETSI, ISO/IEC, 3GPP,
IETF, etc. and diversity of technology in the considered domain of mobile telecommunication
networks.

In other words information security characteristics like confidentiality or availability are
measured and treated at physical elements. This bears the problem that one cannot straight
forward argues about both effectiveness and efficiency of information security, nor freedom
from information security risk for provided services.

We know the cost of security means like enhancing encryption strength, but the question
remains: What is the benefit? Established mechanisms by mere regulations like minimal
security requirements cannot assure adequate security. As a consequence there is only
weak evidence to benefit from security measures and investment decisions are not sound.
This is even more true (and unclear) when considering network-like critical information
infrastructure like the considered mobile telecommunication network.

This raises the challenging questions: What is the value of security? And what is the value of
introduced security measures? How secure is the critical information infrastructure?

In the large scale context of open systems the generic security measures like authentication,
authorization, or accounting seem for users of opaque value. Their value exposes as soon
there is a defect in required security characteristics.

Nevertheless, security policies are often ignored. Standards require security risk
management although often weekly implemented. Most approaches depend on confidence in
a priori information about attacks, threats and vulnerabilities. But usually this information is
not for free, evolves continuously and is dependent on implementations (see
[ASMONIA_D51])).

Due to the adverse environment there are additional complexities like asynchronycity and
asymmetry. Here an economic approach seems to be promising, at least if we assume that
threats betray economic incentives and any threat implies eventually some deficit. Note that

Copyright ©2012 ASMONIA consortium. All rights reserved. 7
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information security of (even only parts of) critical infrastructures contributes directly to social
welfare, see e.g. [Schec2004].

Our hypothesis is that it is prospective to ensure information security collaboratively in
networks of interdependencies. Consumers and providers inside an information system can
treat information security as common economic good. Assuring the utility of the services
provided maximizes use for (nearly all) affected parties. This raises the demand on a new
security perspective for these parties.

However, the responsibility for ensuring adequate information security is segregated and
assigned to different domains under control of selfish acting parties. These parties follow
believes, these parties have their own desires and intents to maximize their payoffs inside
the covering socio-economic-technical system.

Because "security demands" and "security offers" form an information market, the relation
between information security and economic payoff is not simple. Genuine behavior or
strategies like free riding hinder collaboration. On the first view there seems only a weak
incentive for increasing security or even only security transparency.

To add another complexity: Each party is confronted with a wide variety of emerging
unforeseeable threats originated by fraudulent and disguised use of the information system,
mainly motivated by misdirected economic incentives.

Hence ensuring comprehensive security for a critical information infrastructure bears inherent
complexity. The variety of unforeseeable risks render efficient and effective defense
strategies hard, although risk reduction could even be compatible with economic interests,
see e.g. [Moor2011].

In our vision information security approximates a self-securing community sustaining security
characteristics of the used and shared information system collaboratively. By collaboration
we mean acting together to achieve adequate security properties as common goal.

We develop the first step towards this vision providing a model that allows rendering
common situational awareness for any set of affected parties and recommendations for
secure services. Several security models have already been proposed ranging from a
complete discipline (see [Ande2008a], [Albe2002]) and a body of knowledge (see [Alle2008])
to specific recommendations for dealing with certain security issues (e.g. [NIST_SP800-61]
or [NIST_SP800-94]). Common situational awareness requires deepening and aligning
continuously the understanding about security risks by means of a unifying model.

The disciplines treat information security as a part of the life cycle processes with the target
to design in security measures assuring certain properties to defend assumed threats.

These insights lead us to supplement the risk management approaches by a measurement
capability to reveal the value of security. Risk management approaches as in the ISO/IEC
27k family recommend one organization to undertake a management cycle

T Identify information assets and their associated security requirements
1 Assess information security risks

1 Select and implement relevant controls to manage unacceptable risks
1 Monitor, maintain and improve the effectiveness of security controls.

Note that this approach usually focuses on one organization, only. As soon as there is a
community, the approach lacks on incorporating and reflecting multiple risk and asset
perspectives.

8 Copyright ©2012 ASMONIA consortium. All rights reserved.
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It is well known in the art that protecting complex information systems from attacks requires
the consideration of a multitude of technical, organizational and social controls. Several
approaches indicate a decision and game-theoretic direction see [Agra2011] or [Alpc2010].
[Ande2009] states that information security requires an interdisciplinary approach, where
computer science, economics and psychology meet. [Asgh2007] states that the mental
models of security have a deep impact on decisions. Usually these approaches focus on the
identification of vulnerabilities with respect to a certain aspect and a bounded system of
interest.

In this sense we propose an analytical scale-free security model for increased situational
awareness supporting the risk management cycle by determining the current risk exposure of
a critical infrastructure. We conceptualize especially estimation and transfer of risks to
overcome the restriction to one organization, such that the model can cope even with shared
infrastructures. One of our design goals is minimal invasiveness and the capability to
leverage existing security measures. We address this by a monitoring recommender system
that maintains a shared model of security that is tightly related to real values. The values
provisioned by the system and the deficit due to defects will be made transparent.

We present a case study implementing an intrusion detection and prevention system how the
concepts can be used to embed the offered information. Although not completely addressing
the multiple aspects of enterprise architecture of a telecommunication network the case
study shows how concrete means can be realized protecting the offered services by this infra
structure and how the described concepts govern integrity supporting the final goal of
situational awareness and cooperation.

This document describes and extends the concepts necessary to design a recommender
system for continuous security risk reduction based on measurements. Due to involvement of
many parties a socio-economic perspective is developed. To relate technical measurements
supporting information security risk management with the socio-economic environment of the
mobile telecommunication network a socio-technical perspective is developed. These two
perspectives enable the further development of an enterprise architecture supplement for
collaborative risk management:

1 Continuous Security Monitoring is addressed in section 2.2 as the definition of
guards.

1 Continuous Security Model Adaptation is addressed in the enterprise architecture
outlined in section 3.2 and especially in section 3.2.3.2.

i Continuous Security Economics Analysis is addressed as applications in section
3.2.3.

1 Continuous Security Awareness is addressed by the developed semantics and the
payoff flow graph and transfer flow graph in sections 2.2.1 and 3.2.2.2.

Copyright ©2012 ASMONIA consortium. All rights reserved. 9
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2 Concepts

2.1 Socio-Economic Perspective

Consider an asset as anything tangible or intangible that is capable of being owned or
controlled to produce value and that is held to have positive economic value, see ISO/IEC
27000 Information technology - Security techniques 1 Information security management
systems - Overview and vocabulary. Services provided by the means of the information
system are considered as the assets. These might be consumed or provisioned by a party or
even by a community or society of multiple parties. So the invocation corresponds somehow
to value flows and determines the real impact on society.

We expect that the enhanced security transparency will stipulate replicator dynamics. But
collaboration for increasing security bears an adaptation dilemma. It requires effort and
transparency to disclose relevant security measurements with unknown benefit, if adopting.
In other words security transparency changes the economic game drastically.

To provoke sustainable and stable behavior we design for continuity. We introduced the
notion of an agent. Agents represent involved parties provisioning or consuming services.
Agents have the capability of selecting a strategy based on their beliefs, desires and
intentions. Each agent is assumed to make her own decisions influenced by her intentions,
her assumptions, her environment and her constraints to maximize her payoff. Therefore
agents have a profile of admissible strategies, values and costs, residual (value) deficits and
transferred deficits.

2.1.1 Game Theory

To formalize this we use a relaxed notion of strategic games borrowed from Game Theory,
see e.g. [0Osbo2009]. Generally the Game Theoretic perspective was selected because of
the adversarial dynamic environment. The plurality of users of an information infrastructure
have diverge interests leading to strategies to use the provided services. To enable to
compare strategies we assume some money as a yardstick for a value maximizing strategy,
because it can be easily transferred between agents.

Definition For a set of agents A = {1..... n} a strategic game is a tuple
(A.S,p), where S = 57 x ... x 5, is the set of joint strategies, where S; is
a finite set of actions available for agent i. Each vector (s;.....: s,,) is a (joint)
strategy. p = (p1..... pn) defines the payoft, where p; : S — R is a real-valued
function for each agent i.

Agents choose their strategies simultaneously. Subsequently each agent receives a payoff
resulting from the joint strategy. The key idea is to choose an optimal strategy that
maximizes an agent's payoff. However this strategy depends on the choices of others. Game
theory treats this dependency by identifying subsets of outcomes, called solution concepts.
The two most fundamental ones are equilibrium and best response.

10 Copyright ©2012 ASMONIA consortium. All rights reserved.
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A strategy s; is a best response for agent i to a joint strategy of his opponents,
if
Vst € S; i pi(si,s_i) > pi(sh,s_i)?
A joint strategy is an equilibrium if each s; is a best response to s_;

Viel Vsl eS;:pi(sis_i) > pi(sh, s_;).
An equilibrium is a joint strategy, where no party can archive a higher payoff
by unilaterally selecting another strategy. The strategy s; strictly dominates s,
if
Vs_; €S pi(si,s_i) > pi(sh, s_;).

Let the set of probability distributions over a set A be A(A). A mized
strategy m; of an agent i is a probability distribution over s;. A joint mized
strategy is denoted by m = (mq..... my). A mixed strategy is a weighted
execution of pure strategies. A mixed extension of the strategic game is

A(S)(A(S1). .., A(S); A(p1). - ... Alpn)).

where the strategies are M = A(S1) x ... x A(Sy) and A(p;) : M — R is the
extension of p; defined by

A(pi)(m) = Z H mi(s;)pi(s) = Z ma(sy) - mg(sy) - pi(s).

seSiel sES
et s = (81,8i—1,Si, Sit1,...Sp) then s_; is the tuple (s1,s;_1, Si+1,...8p) without the
i-th component, and (s_;, s}) is the tuple (s1,8;_1, 8}, 8;+1,...5n), where the i-th component

is replaced by s.

The notions of dominance and reduction apply to mixed extensions of finite strategic games,
as well. The concrete admissible strategies of an agent in our setting consist of the set of
consumable services and the set of provided services. The concrete payoff function is
composed of the value add v(s) of a service invocation, the cost ¢(s) imposed and the deficit
d(s) due to security defects

p(s) = v(s} c(s)- d(s).

Concretely we will use these concepts only to maintain a profile of chosen strategies. We will
not assume stable joint strategies or rational behavior at all. We use the game notation for
the sole sake of keeping records of the agents' behavioral profile for analyzing purposes.
Obviously the game is repeated for any service invocation. The agents in this game are the
service providers and the service consumers. This repetition obscures some key factors. We
consider the game as infinitely repeated with some discounted reward.

Copyright ©2012 ASMONIA consortium. All rights reserved. 11
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Definition Given an infinite sequence of payoffs p}!. p?. p3. ... for agent i and a
discount factor 0 < 3 < 1, the discounted reward will be r; = Ej p-g 37,

The resulting strategy space of the repeated game becomes very large, although it is
possible to characterize equilibrium. There are so called folk theorems stating that attainable
rewards in equilibrium are those attainable payoffs in a single game with the constraint that
each agent's payoff is at least the amount she would receive, if the other agents adopt min-
max strategies against her, see Essentials of Game Theory: A Concise, Multidisciplinary
Introduction, Kevin Leyton-Brown and Yoav Shoham.

Definition A stochastic gameis a tuple (Q), A, S, p, P, R) where () is a finite set
of states, (A, S, p) is a strategic game, P : () xS x Q) + [0, 1] such that P(q, s,q’)
is the probability of transitioning from state ¢ to state ¢’ via an strategy s, and
R=(r...., 'n), Where

it QxS — R, (q.s)— pi(s)
is the reward function for agent 1.

The definition implies the following canonical strategy space of an agent.
Denote by

he = (¢°,s%. ¢'. st ... at_l.qt)

a history of t stages, and let H; be the set of all possible histories of length t.
The set of deterministic strategies is then the product J], 1, Sis which requires a
choice for each possible history at time point in time. We assume independence
of histories.

A behavioral strategy s;(hy. s;;) is the probability of selecting strategy s;, for
history h;. We further restrict to distributions over actions that depend only
on the current state. A Markov strategy s; is a behavioral strategy in which
si(hi,ai;) = si(hf, ai;) if q¢ = q; where g is the final state of history h; and g; is
the final state of h}. Finally we restrict histories assuming time independence.
A stationary strategy s; is a Markov strategy in which s;(he,, ai,) = si(hy,. ai;)
if ¢; = q; where ¢, is the final state of history h;, and ¢;, is the final state of
hy. .

’ A strategy is called a Markov perfect equilibrium, if it consists only of Markov
strategies, and is a equilibrium regardless of the starting state. It is known that
every discounted reward stochastic game has a Markov perfect equilibrium. This
is the design rationale to formulate a repeated game between service providers
and consumers as a basis for the security model.

2.1.2 Mechanism Design

Mechanism Design concerns the design of economic mechanisms, just like computer
scientists designing algorithms. It is advantageous to view the goals of the designed
mechanisms in very abstract terms as a social choice. Often security is assessed by a team

12 Copyright ©2012 ASMONIA consortium. All rights reserved.
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of expert agents relying on shared experience making a kind of social choice when compiling
an advisory opinion. This is a consensus based social choice. Although the error of the risk
prediction could be reduced by enlarging the experts variety (which is known under the term
"wisdom of crowds"), the result is limited to the scope and experience of the experts and
biased by the experts' intrinsic interests.

Social choice can be seen as an aggregation of preferences of agents towards a single joint
decision. The main message conveyed is that there are unavoidable underlying difficulties in
conducting a social choice. The main results in this context are the Gibbard-Satterthwaite
Theorem and the Theorem of Arrow stating that this strategic vulnerability is unavoidable.
These theorems seem to destroy the hope of designing incentive compatible social choice
functions.

But the addition of some money offers an escape route. In a world with money the
mechanisms will not only choose a social alternative, but will also determine money
transfers. The complete social choice is then composed of the alternative chosen, as well as
of the transfer of money.

Suppose the preference of each agent i is modeled by a valuation function
v; : A — R and let V; be the set of possible valuation functions for agent i and
let A be the set of alternatives to choose.

Definition A direct revelation mechanism is a social choice function
f:Vix...xV,— A

and a vector of payment functions (p1...., Pn), Wwhere
pi:Vix...xV, —®R

is the amount that agent i pays to the mechanism. A mechanism (f,p;...py)
is incentive compatible if for any agent i, every vy, ..., v, and every v/

vi (f (Vi v=3)) = pilvi,v_i) > vi(f (v v-4)) — pi(v, vs).

The main result in this setting is positive and provides an incentive compatible
mechanism for the most natural social choice function: optimizing the social
welfare. The social welfare of an alternative a € A is the sum of the valuations
of all agents for this alternative, ). v;(a).

We use this idea to extract a mechanism design pattern where we base on our approach.

Definition A mechanism (f,p1...pn) is called a Vickrey-Clarke-Groves mech-
anism, if

o f(vi...v,) € argmar, ). vi(a), ie. f maximizes the social welfare

e for some functions hq ... h,, where h; : V_; — R, i.e. h; does not depend
on v;, we have

pivr..vn) = h(v_) = Y v (f(v1...vn))
j#i

Copyright ©2012 ASMONIA consortium. All rights reserved. 13
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The main idea lies in the latter sum term, which means that each agent is paid an amount
equal to the sum of the values of all others. When this term is added to her value, the sum
becomes exactly the total social welfare. Hence, this mechanism aligns the incentives with
the social goal of maximizing social welfare, which is exactly archived by telling the truth. The
Vickrey-Clarke-Groves Theorem states that these mechanisms are incentive compatible.

We use this idea to charge deficits. Our mechanism design follows the principle to charge
deficits to agents that would have been in the position to recognize the deficits. This seems
to be a rational argument, but is often ignored. One of the challenges is to extract a priori
relevant genuine information allowing inferring economic impact even in a context, where
information security depends on externalities. And, of course, the other challenge is to
identify the agents that were in the position to recognize the deficits.

2.1.3 Communities

Profiling of the agents allow us to categorize agents according to their role. Let a community
be a set of agents. There are the following communities.

Participating agents have strategies for providing or consuming a service s. These set
includes recursively these agents that consume or provide services the service s depends
on. Dependent services are services that are provisioned and consumed for provisioning the
service s.

Experienced agents are the agents that have potentially caused or recognized behavior
leading to similar observations and deficiencies. These are potential defenders or attackers.
These agents had already experience in executing similar deficient strategies and represent
security knowledge.

Constructive agents contribute to the recognition of and counteracts against behavior
leading to deficiencies, i.e. defenders.

Destructive agents cause direct or indirect consciously or unconsciously, intended or non-
intended behavior leading to deficiencies. This class of course comprises the potential
attackers.

The communality or society is the set of all agents.

Note that this categorization of agents does not assume or imply intent of the agent. Even a
victim of an attack could be classified as destructive. Agents are not a priori divided into
attackers or defenders. Call experience some agent's knowledge of some event gained
through involvement in or exposure to that event. Experience is gained when an agent has
chosen some experimental strategy. The concept of experience refers to know-how, rather
than propositional knowledge.

We have assumed so far well behaved agents which are in some sense not realistic. This
leads to the question of a mechanism design that ensures genuine and effective
collaboration leveraging the knowledge of experienced agents. How a specific agent
interacts collaboratively or selfish should be a rational decision maximizing the specific
agent's reward. The agents will follow their motivational imperative according to their
divergent interests.

A community of interest is a community sharing a common utility. These agents share
demands and could be defined as the set of agents that transfer a risk to an experienced
agent. A community of practice is a community sharing an experience resulting in a craft or
valuable information. This community needs the profile information of experienced agents to
extract knowledge about potential threats. These communities evolve naturally because of
the members' common interest or capability in a particular area.

14 Copyright ©2012 ASMONIA consortium. All rights reserved.
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2.1.4 Security Model

So far we approached security by a continuous process as disclosed in ISO/IEC 27001. This
process could be re-formulated using the introduced notions:

- Understanding an communality's information security requirements and the need to
establish policy and objectives for information security;

- Implementing and operating controls to manage an organization's information security
risks in the context of the communality's overall risks;

- Monitoring and reviewing the performance (efficiency) and effectiveness of the
information security management system; and

- Continual improvement based on objective measurement.

following a Deming Plan-Do-Check-Act Cycle. We treat to understand and minimize the sum
of all deficits due to security defects.

Objectivity (non-biased) is ensured by collaborative agreements on guards. In the end this
enables analyzing effectiveness. A major challenge is to treat diffuse deficits. These deficits
will aggregate at experienced agents, i.e. agents with a similar profile. The experienced
agents become witnesses for detected defects matching their profile.

This transfer mechanism reverses the security risk diffusion, such that deficits will
concentrate on the origins of recognition. We leverage not only the experience of a small set
of experts but the experience of the whole community consuming the defect service. Finally
we can infer from exceeding transferred deficits, that there must be a rationale for a security
defect inside the profile. Similar mechanisms are known from web shops with ranked
products by crowd's feedback.

We expect that mere allocated aggregated deficits will motivate agents or agent communities
- if transparent - to contribute their capabilities and resources to reduce the security risk. This
approach patches the dilemma that bad behavior, including inadequate security measures
will not immediately be sanctioned economically. Furthermore, the diffusion of impact due to
the distributed characteristics of security becomes somehow reversed.

2.1.5 Profiles and Rewards

So far we assumed that each agent intends to follow strategies maximizing her immediate
payoff and her discounted reward over time. The communality intends to minimize the
summarized deficits to increase social welfare. We consider the history of selected strategies
influencing the payoff values as agent profile.

Definition Let an agent profile m; = (Ry,, Ry, , Ry, ...) be a family of records
-

l
Ri’ - (

¢

—

o T o BT S

l;-

Here s' is the joint strategy selected at time ¢ that implies the payoff values
vl et dl as well as some measurement vector (analytical record) ¢/*. This vector

is the witness for the deficit.
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For identifying relevant experience we propose a notion of neighborhood in the space of all
such profiles. This has the advantages of simplicity, justifiability, efficiency and stability with
respect to changing profile arrangements. These definitions allow us to compute the relevant
community of experience with respect to profile similarity. This community is formed by the
set of agents sharing similar deficits, when following similar strategies with similar
measurements.

Let (x.y) be a similarity metric, e.g. the Cosine Vector similarity

T".t
V(r,y) = ———

[l - Tyl

or the Pearson Correlation
Py - 2= B~ Ew)

V(z — E(x))*(y — E(y))?

Definition Let for a set of strategies S and a set of measurements ¥ the (S, ¥)-

o T T
similarity between two records R = [s,v,¢,d,¢)]” and R' = [¢',v', ¢, d" /'] be

!

Let the (S, V¥, ©)-similarity between two profiles 71 = (R;);er and 7’ =
(R}, )¢er: for a time interval © be the summarized (S, ¥)-similarities

(m. 7"V swey = Y (Be.Ry)(sw)
t,t'cO
The community of (a, S, ¥, @) experienced agents for an agent with profile

7 are the agents with a profile 7" with (7. 7') (s ¢ e) < a.

The definition enables narrowing with respect to the degree of similarity a and refinements of
measurementsyY, strategies S and time frames Q.

2.1.6 Transfers

The procedure concentrates deficits to experienced agents by transferring deficit to agent
having already a similar profile.
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We concentrate deficits onto experienced agents by transferring the deficit d;
of agent 7 to the agents j having a similar profile according to a linear assignment
rule. Let

_ (mi, )
e Ej#g‘<?ri'ﬁj>
be the normalized distance, i.e. 0 < a < 1 and > o; = 1. The transfer is
defined by the equation
5 = di 1 —ay

n—
where n is the number of agents. The rule ensures that the transfers summarize
to the deficit

' 1 —a; it L= 2uin O
Zhj = Zdi (IJ = (!@Z;ﬁj Z 73 7 = d'i

— — n—1
7] 7]

Initially we suggest a conservative approach for the parameters S, Y and Q of the distance
measure, i.e. S is a singleton of a sole strategy, refinements of measurements Y and
timeframes Q are universal, i.e. the complete measurement capability and history is
considered. These parameters might evolve and can be used to focus on specific issues.

Definition The profile m; of agent i is extended by transfer records

where j! is the agent that experienced the deficit (ﬁ’fi._ witnessed by the measure-
ments ' and where the value §' was transferred to agent i according to the
assignment rule.

Observe that when continuously transferring according to the described rule the experienced
agents load the deficits. This allows identifying deficit classes together with their aggregated
impact. After a while transfers need to be discharged for cleansing. This might be either
justified by initiating countermeasures that avoid the deficit or by aging. If security guards are
in place and an agent nevertheless ignorantly invokes a service with defective
characteristics, the deficit remains residual.

Multiplying transferred risks by a factor slightly less than 1 from time to time will simply
reduce old transfers. Finally irrelevant transfers, i.e. transfers that are not renewed will
vanish. Security guards introduced can be considered as dependable because mere
inspection would uncover abuse behavior anyhow.

The mechanism outlined so far relies on a continuous stream of measurements of service
invocations stipulating state transitions inside the information system. These service
invocations cause deficit streams witnessed by measurements. The measurements are
assumed to be made by a set of security guards. By the transfer mechanism guards and
estimates can gain controlled precision and recall.
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2.2 Socio-Technical Perspective

So far we declared abstractly security guards producing measurements out of the service
invocations. Measurements are witnesses for deficits. For deriving them one need a
commonly understood and accepted semantics of observations. To be able to cope with the
huge variety of formats, monitoring events and protocols we introduce a formal but extensible
basis suitable to span and adapt to the relevant dimensions of measurement.

To maintain interoperability within the fast variance of services provided by a critical
infrastructure we introduce a semantically layer mediating different physical realizations,
evolution and adaptation. This precise shared understanding allows adapting the controls on
the services.

The investigations carried out showed the necessity of coordination of existing measurement
catalogs ranging from formats like Assessment Results Format, Common Configuration
Enumeration, Common Event Format, Charging Data Records, Common Platform
Enumeration, or Intrusion Detection Message Exchange Format. This diversity has lead to
diverse measurement ontology. To enable a shared interpretation, which is the basis for
collaboration, we introduce a sufficient flexible and sufficient expressive semantics.

The semantic should be sufficient simple but formal to ensure shared understanding and un-
ambiguous interpretation. The purpose of the semantic is to derive from any measurements
or observations a diagnosis about the security of a shared infrastructure - for all invoked
parties (or agents). Hence we declared the performance and the observable events as the
description itself.

Although this diverges from the usual format standardization approaches, it enables
adaptation and extension, which is seen by the authors in an adversarial, evolving multi-
stakeholder environment an advantage. Concretely the semantic allows relating any
observation that is related to a technical process triggered by a service invocation for
integrative purposes.

We follow [Rutt2000] when defining flexible semantics. The basis will be observation
semantics of monitored events. The resulting theory of monitored information systems is
flexible and sufficient expressive. It even might be probabilistic as in [Segal994] or in
[Segal995]. We use this semantic to enhance, extend and agree on security guards that
serve for measurements. These guards should be non-invasive, non-interfering and adaptive
with respect to evolution of the system underneath as well with respect to existing monitoring
systems and formats.

2.2.1 Semantics

To be able to integrate concrete monitoring outputs like event streams, log files, configuration
identifiers etc. we define a monitoring semantic that abstracts the underlying information
system. This helps to consider security measures at different layers and levels of abstraction.

For example when considering the Internet as a best effort network we can measure packet
loss although the loss is recovered at application layer. Similarly there might be a failed
transaction at the application layer that causes some deficit to an agent although the rollback
is assumed to recover original state. The agent would experience an effect and complain
about the availability or performance of the transaction service.

The idea is that we keep track and adapt the semantics to the effective experience of
involved agents at any level of abstraction. Hence the semantics becomes a unifying
(integrating) description of the information system's behavior that reflects any changes, e.g.,
when the system evolves or an increase in precision becomes necessary.
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Definition An information system consists of a transition function
X = X(X),

where Y (X) indicates the possible outcomes of taking a transition. X is the
signature and X is the carrier of the information system.

The model describes the relation of systems and their behaviors in terms of outcomes. From
the point of view of the environment the internal states of the information system are not
observable. An information system together with a starting state forms a process. A starting
state is assumed to correspond one-to-one to a service invocation. To investigate
relationships between systems we use morphisms as structure preserving mappings.
Definition A morphism from £ : X — (X)) to ¢ : X/ — X(X’) consists of a
function f : X — X' with the commuting diagram

x I x

"

(X)) =P wx)

The information system together with the morphisms defines a family of observation
semantics. Behaviors are invariant with respect to morphisms. All behaviors of all information
systems constitute themselves an information system. Investigating morphisms allows
declaring concrete observation semantics as well as behavioral equivalence.

Suppose two systems & : X — X(X) and ¢ : X' — %(X'). Two processes

(X.&. 2) and (X7, &, 2') are behavioral equivalent, iff there are morphisms f and
f" with f(z) = f/(x). The whole systems (X&) and (X’,¢’) are behavioral
equivalent, iff there exist two surjective morphisms f and [’ into a system
C: 4 —=2X(2).
This co-algebra construction describes a dynamical reactive information system, where the
carrier models a state space. The fundamental difference of co-algebra and the usual
algebraic monitoring semantics is construction versus observation. Algebra consists of a
carrier set with a function telling how to construct elements. Co-algebra consists of a carrier
but with a function going out of the carrier. There are only operations acting on the carrier
giving some information about the carrier's evolution. Co-algebraic operations do not
discover elements of the carrier entirely.

A final co-algebra ( : Z — X(Z) is a co-algebra, where for every co-algebra
o: U — X(U) there is a unique morphism f : (U,o0) — (Z,(). If we know that
a certain co-algebra is final, then we can actually present its state space. The
technique for defining a function by finality is describing the direct observations
together with the single next step. The function f arises by repetition. A co-
inductive definition specifies f piece wise. Final co-algebras are unique up to

T
J

isomorphism. The final co-algebra is the fix point of the functor U — X(U).
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The existence of a function into a final co-algebra serves as a principle of definition by co-
induction and uniqueness provides a proof principle. Although it is not feasible to compute
the final co-algebra of a real information system for complexity reasons (this would comply
with the checking against a full specification), this model is sufficient expressive and serves
for reasoning.

2.2.1.1 Execution Semantics

For instance we could consider the monitoring semantic generated by the
functor 22*X . Recall, a labeled transition system (X,A,—) is a triple out of
states X, labels A and transitions -C X x A x X. It can be equivalently
formulated as a co-algebra

Ex 1 X =200 = (2%,

where (A, 7) € cx(s) & s —, t. The labels A € A are considered as observables
for transitions 7.

Let £ : X — 20X and ¢ : X/ — 2A%X" he two co-algebras of transition
systems with the same underlying functor. By definition the homomorphism
between these systems is a function f : X — X such that 22/ o0& = ¢ o f,
where 2477+ V s {(A, f(s)) | (\.s) € V}. The commutation is equivalent
to bi-simulation. The concrete semantics allows to embed multiple monitoring
systems. One application for the semantics will be the integration of systems
with multiple labellings £ = {A; | i € I}, each spawning its own algebra
X — 28X These systems embed canonically into the unifying algebra £y :
X — UExX,

A final co-algebra of the type X — X for non-empty A cannot exist
for cardinality reasons. But for finite branching system having only finite sets
{(a,s) | s =4 s}, a final co-algebra exist. This co-algebra serves as a unifying
representation of observations.

2;\ x

2.2.1.2 Monitoring Semantics

We assume for the sake of simplicity polynomial functors. Further for illustrative purposes
and for adaptation to the current logging streaming semantic we restrict our considerations
on a direct product. Let

Y(X)=XxA
be the signature of the monitoring co-algebra
E:X > X xXA

This has a natural interpretation. The carrier X corresponds to internal states of the
monitored system, i.e. the whole critical information infrastructure that evolves over time. The
set L comprises all measurements. This algebra can be understood as a process which,
when started in some state x in X, produces an infinite stream of outputs, i.e. measurements

()\0_. )\1. .. .), )\?'_ in A

determined by
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§(@n) = (Tnt1,An)

The infinite stream is the behavior of the infrastructure. States are behavioral equivalent if
and only if the produced streams are equal.

2.2.2 Guards

The concrete observation semantics allows us eventually to identify and integrate
measurements, to communicate their meaning and to define corresponding observers or
guards on the semantic structures for certain anomalies.

To overcome the dependability on real (application) infrastructure measurements we
introduced the notion of a security guard.

Definition A security guard I' for a service extracts significant and relevant
features 1» € R™ from the semantic structure when invoking that service.

Note that the underlying function of a guard could range from a simple measurement like
elapsed time or consumed resources to a sophisticated evaluation of the explicit presented
semantic structure. We do not know a priori what will be relevant for the estimation of
deficits. Instead we provide a framework to define, to agree on guards and to integrate
different guards to a measurement vector that relates to a service invocation.

2.2.2.1 Governance

The crucial benefit from guards is that an explicit agreed measurement can be related to an
expected deficit. Furthermore, if there is a reported deficit that cannot be discriminated by the
available guards, it could trigger a refinement of measurements by the creation of a new
guard. In other words the set of guards can be optimized according to current deficit
concentrations.

Agents can share guards as well as the measurement reported by the guard when invoking a
service to assure a high precision of estimating deficits. Designing a new guard requires the
semantic. But as soon as the set of guards is defined, the measurements can be used to
estimate and allocate deficits.

For the moment security guards are assumed to be shared among the agents that consume
or provide a service, such that any consumer can leverage on the explicit measurements
made. This allows adapting security guards on current conditions. Eventually security guards
provide the rationales for deficits.

Examples for concrete guards could be measurements provided as built-in measurements,
e.g. originated by network elements or SIEMs as outlined in deliverable D4.1(i) (see
[ASMONIA D41]), or provided by subsystems like intrusion detection and prevention
systems or honeypots.

2.2.2.2 Integrity Monitoring

Another example might be the integrity verification of involved components as outlined in
deliverable D2.1 [ASMONIA_D21], e.g. implemented by means of comparing a computed
hash value against a set of known valid hash values. When the service is invoked the
integrity is verified by the guard.
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2.2.2.3 Behavioral Monitoring

A third broader example for a concrete guard is a model of transitions between hidden
states. Although, there are observations witnessing a state, the real state is blurring. But the
recorded observations can be considered as a probabilistic function of these states.

Given a number of sequences of observations there are essentially three questions:
- What is the probability of a specific observation sequence for a given model?

- How to find a state sequence with the highest probability for a given observation
sequence and a model?

- And finally, the calibration problem: How to find a model for a given set of observation
sequences that maximizes the probability of the set of sequences.

To be self contained for the reader's convenience we derive a closed solution to the three
problems which can be derived from any text about Markov Chains, e.g. see [Bern1999],
[Bart2004] or [Bilm2006]. We develop an algorithm sketch for these problems reusing the
concepts of the Viterbi Algorithm. Anyhow, any approximation algorithm or reinforcement
learning algorithm would serve as well, but here the derivation is merely based on the
application of Bayes Law and Law of total probability.
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